

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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  # Website

This website is built using [Docusaurus 2](https://docusaurus.io/), a modern static website generator.

### Installation

`
$ yarn
`

### Local Development

`
$ yarn start
`

This command starts a local development server and opens up a browser window. Most changes are reflected live without having to restart the server.

### Build

`
$ yarn build
`

This command generates static content into the build directory and can be served using any static contents hosting service.

### Deployment

Using SSH:

`
$ USE_SSH=true yarn deploy
`

Not using SSH:

`
$ GIT_USER=<Your GitHub username> yarn deploy
`

If you are using GitHub pages for hosting, this command is a convenient way to build the website and push to the gh-pages branch.
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# 💙 Contributing

Contributions are welcome, and they are greatly appreciated! Every little bit helps, and credit will always be given.

You can contribute in many ways:
# Types of Contributions
### Report Bugs

Report bugs at https://github.com/file-validator/file-validator/issues

If you are reporting a bug, please include:


	Your operating system name and version.


	Any details about your local setup that might be helpful in troubleshooting.


	Detailed steps to reproduce the bug.




### Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug” and “help wanted” is open to whoever wants to implement it.

### Implement Features

Look through the GitHub issues for features. Anything tagged with “enhancement” and “help wanted” is open to whoever wants to implement it.

### Write Documentation

File Validator could always use more documentation, whether as part of the official File Validator docs, in docstrings, or even on the web in blog posts, articles, and such.

### Submit Feedback

The best way to send feedback is to file an issue at https://github.com/file-validator/file-validator/issues

If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.


	Remember that this is a volunteer-driven project, and that contributions are welcome :)




### Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.


	If the pull request adds functionality, the docs should be updated. Put your new functionality into a function with a docstring, and add the feature to the list in README.rst.


	The pull request should work for Python 3.8, 3.9 and 3.10, and for PyPy.


	Run the tests before the Pull Request and must be successfully executed and accepted until the Pull Request, and this proves that there is no problem for the codes that are already running.


	Check your code with Pylint to meet the standards, [Pylint](https://pylint.readthedocs.io/en/latest/) analyses your code without actually running it. It checks for errors, enforces a coding standard, looks for code smells, and can make suggestions about how the code could be refactored.


	You can also use [Black](https://github.com/psf/black) to format your code


	also check code with [pre-commit](https://pre-commit.com/) before release
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# 👤 Credits

Reza Shakeri     rzashakeri@outlook.com

## Contributors

None yet. Why not be the first?
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# ⚙️ Config

In Windows, you can set the path of the magic.mgc file by adjusting the environmental variable Path_magic_file

example:
`jsx title=".env"
path_magic_file='path/to/magic.mgc'
`
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# 📄 History

## 0.0.1 (2022-08-04)


	First release on PyPI.




## 0.0.2 (2022-08-06)


	Added django file validator




## 0.0.3 (2022-08-07)


	Added File Validator With File Type Library


	Added File Validator With Python Magic Library




## 0.0.4 (2022-08-07)


	Added File Validator




## 0.0.5 (2022-08-08)


	Added validator for pure python project


	Added get_mime_type_with_python_magic function


	Added get_extension_with_filetype_lib function


	Added get_mime_type_with_filetype_lib function


	Added file_validator_with_filetype_lib function




## 0.0.6 (2022-08-10)


	Refactoring project files




## 0.0.7 (2022-08-10)


	Adding Test To Project (file validator for pure python)


	Deleting get_mime_type_with_python_magic


	Deleting get_extension_with_filetype_lib


	Deleting get_mime_type_with_filetype_lib




## 0.0.8 (2022-08-11)


	Adding error message function for customization error messages


	Adding constants.py




## 0.0.9 (2022-08-11)


	Refactoring error message function




## 0.1.0 (2022-08-12)


	Fixing Minor Bug




## 0.1.1 (2022-08-12)


	Fixing python magic installation problem




## 0.1.2 (2022-08-14)


	Fixing installation problem




## 0.1.3 (2022-08-14)


	Adding installation guide for lib magic




## 0.1.4 (2022-08-15)


	Refactoring imports


	Refactoring error message


	Adding __eq__ to class


	Refactoring docstring


	Error handling when the mime type not found


	Adding the exception module


	Adding constant error message


	Refactor error_message function


	Fix get the extension problem with the mimetypes library




## 0.1.5 (2022-08-18)


	Adding File Size Validation


	Adding File Validation using Pure Magic Library


	Fix Minor Problem




## 0.1.6 (2022-08-23)


	In this version of file validator, instead of considering a separate class for each library that we want to use for file validation, we considered a whole class and left it to the administrator to choose the library that is going to perform the validation operation. From one class, you can perform validation operations by one or more libraries


	Adding Constants


	Fix AttributeError When Mime Not Found


	Fix Value Error When Selected One Mime


	Fix Minor Problem





0.1.7 (2023-02-05)


	add ValidatedFileField (django)


	reach test 100%


	add size validator


	add file validator by django


	refactoring validators


	Improved code and performance


	add new documentation






0.1.8 (2023-02-05)


	improve and refactoring code






0.1.9 (2023-02-07)


	add file size validator (django)


	refactor and improve code






0.2.0 (2023-02-08)


	Fix Bug [error message function](https://github.com/file-validator/file-validator/commit/6a351bef661f3ffeabd1787574e0421f8035cda0)






0.2.1 (2023-02-08)


	Fix Bug [ValidatedFileField](https://github.com/file-validator/file-validator/commit/94b263d03034e8e8053bdac310a371d30be10a1b)






0.2.2 (2023-02-09)


	Error Handling when size is not valid in size_validator in ValidatedFileField ([#reference](https://github.com/file-validator/file-validator/commit/b4f1ce35140f9a91393f37d33588bd0ead32710d))






0.2.3 (2023-02-14)


	add validation in forms level (by Using ValidatedFilefield can you say which type of files are allowed)






0.2.4 (2023-02-15)


	providing custom css class for ValidatedFilefield






0.2.5 (2023-02-16)


	add return statements to file_validator_by_python_magic and providing information about the file






0.2.6 (2023-02-18)


	refactoring validators and now validators return validation data such file_mime, file_extension, file_name etc…






0.2.7 (2023-02-20)


	added file_validator_by_type : file validator for validation of the overall type of files such image, audio, video, archive, font


	added guess_the_type : This function is used to guess the overall type of file such image, audio, video, font and archive






0.2.8 (2023-02-23)


	refactored error message function


	added current file mime and file name to models error message






0.2.9 (2023-02-24)


	when mimes is empty returned MimesEmptyException instead of ValueError [#28](https://github.com/file-validator/file-validator/pull/28)


	added multiple attribute to forms [#33](https://github.com/file-validator/file-validator/pull/33)






0.3.0 (2023-02-25)


	added file type such image, audio and video to result of validation






0.3.1, 0.3.2, 0.3.3 (2023-03-02)


	fixed bug for installation python-magic [#71](https://github.com/file-validator/file-validator/pull/71)






0.3.4 (2023-03-03)


	refactored and improved code [#75](https://github.com/file-validator/file-validator/pull/75)
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# 💡 Installation

## Install Stable release

In this section we start installing File Validator

To install File Validator, run this command in your terminal:

`
pip install file-validator
`

:::caution

After installing file validator, we need to install libmagic, which you need to install using the following command:

for windows:
`
pip install python-magic-bin
`
for Debian/Ubuntu:
`
sudo apt-get install libmagic1
`
for OSX:

When using Homebrew:
`
brew install libmagic
`
When using macports:
`
port install file
`
::

This is the preferred method to install File Validator, as it will always install the most recent stable release

If you don’t have [pip](https://pip.pypa.io/) installed, this [Python installation guide](http://docs.python-guide.org/en/latest/starting/installation/) can guide you through the process.

## From sources

The sources for File Validator can be downloaded from the Github repo.

You can either clone the public repository:
`
git clone git://github.com/file-validator/file-validator
`

Or download the tarball:
`
curl -OJL https://github.com/file-validator/file-validator/tarball/master
`

Once you have a copy of the source, you can install it with:
`
python setup.py install
`
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# ▶️ Introduction

[![pypi](https://img.shields.io/pypi/v/file_validator.svg?color=light)](https://pypi.org/project/file-validator/)
[![made with python](https://img.shields.io/badge/Made%20with-Python-1f425f.svg?color=light)](https://python.org)
[![license](https://img.shields.io/github/license/rzashakeri/file_validator?color=light)](https://github.com/file-validator/file-validator/blob/master/LICENSE)
[![Build status](https://ci.appveyor.com/api/projects/status/dplr2t9bkulmh4v5?svg=true)](https://ci.appveyor.com/project/rzashakeri/file-validator-inxf9)
[![Coverage Status](https://coveralls.io/repos/github/file-validator/file-validator/badge.svg)](https://coveralls.io/github/file-validator/file-validator)
[![python-versions](https://img.shields.io/pypi/pyversions/file-validator?color=light)](https://pypi.org/project/file-validator/)
[![Downloads](https://static.pepy.tech/personalized-badge/file-validator?period=total&units=international_system&left_color=grey&right_color=brightgreen&left_text=Downloads)](https://pepy.tech/project/file-validator)
[![pre-commit.ci status](https://results.pre-commit.ci/badge/github/file-validator/file-validator/master.svg)](https://results.pre-commit.ci/latest/github/file-validator/file-validator/master)
[![DeepSource](https://deepsource.io/gh/file-validator/file-validator.svg/?label=active+issues&show_trend=true&token=0lNzvy0mQJqkT_aLu8BKzEXs)](https://deepsource.io/gh/file-validator/file-validator/?ref=repository-badge)
[![CodeFactor](https://www.codefactor.io/repository/github/file-validator/file-validator/badge)](https://www.codefactor.io/repository/github/file-validator/file-validator)
[![black](https://github.com/file-validator/file-validator/actions/workflows/black.yml/badge.svg?branch=master)](https://github.com/file-validator/file-validator/actions/workflows/black.yml)
[![docs](https://github.com/file-validator/file-validator/actions/workflows/deploy.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/deploy.yml)
[![Pylint](https://github.com/file-validator/file-validator/actions/workflows/pylint.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/pylint.yml)
[![Workflow for Codecov](https://github.com/file-validator/file-validator/actions/workflows/Codecov.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/Codecov.yml)
[![Python package](https://github.com/file-validator/file-validator/actions/workflows/python-package.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/python-package.yml)
[![CodeQL](https://github.com/file-validator/file-validator/actions/workflows/codeql.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/codeql.yml)

## What Is File Validator? ✅

It is a Python library for file validation based on MIME, size, type and magic numbers that supports Django.

## Why should we use this library? 🧐


	File validation based on MIME, type, extension, magic numbers and size


	File validation using the [filetype](https://github.com/h2non/filetype.py) library


	File validation using the [python-magic](https://github.com/ahupp/python-magic) library


	File validation using the [mimetypes](https://docs.python.org/3/library/mimetypes.html) library


	File validation using the [puremagic](https://github.com/cdgriffith/puremagic) library


	File validation simultaneously with all libraries


	File Size validation


	Provide ValidatedFilefield and FileValidator for file validation in [Django](https://www.djangoproject.com/)


	Provided ValidatedFilefield in forms with support  [accept](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/accept), [multiple](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/multiple) and custom css attributes


	Supporting for all mimes




## Where to report if we found a bug? 🪲

Can report the problem through [this link](https://github.com/file-validator/file-validator/issues)

## Where should I ask if I had any questions❓

Can you ask your questions through [this link](https://github.com/orgs/file-validator/discussions)

## Contributors


	<a href=”https://github.com/file-validator/file-validator/graphs/contributors”>
	<img width=’250’ src=”https://contrib.rocks/image?repo=file-validator/file-validator” />





</a>
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# 🏷️ Versions
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# Config

You should add the following FILE_UPLOAD_HANDLERS settings to your django project settings.py:

```jsx title=”settings.py”
FILE_UPLOAD_HANDLERS = [


‘django.core.files.uploadhandler.TemporaryFileUploadHandler’,





]

add the app to INSTALLED_APPS :

```jsx title=”settings.py”
INSTALLED_APPS = [


‘file_validator’,






]
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# Customizing Errors

It is possible that you can customize the error messages, that is, show the format of the files or mimes in the error message, you can do this in the following way:

First, in your Django settings settings.py, you must specify the error message as follows:
`
FILE_VALIDATOR_ERROR_MESSAGE = "{file_name} is not valid"
`
To display the current file name in the error message, you must put the {file} string in your error message for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{file_name} Your custom error message"
`
To display the mimes based on which the file is to be validated, you must include {mimes} string in your error message. for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{mimes} Your custom error message"
`
To display both memes and file name, you can put both in your error message. for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{file_name} and {mimes} Your custom error message"
`

:::info

> In this section we will explain the parameters you can use in your message message


Parameters        | Description                                           |



|-------------------|:——————————————————|
| {file_name}        | return the current file name                          |
| {mimes}         | return the accepted mime                              |
| {max_file_size} | return the Maximum file size that the user can upload |
| {file_size}     | return the current file size                          |
| {current_file_mime}     | return the current file mime                           |

::
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# Validated File Field
Using ValidatedFilefield can you say which type of files are allowed

Before we go to the Validatedfilefield tutorial, let’s first get acquainted with ValidatedFilefield parameters

## Parameters
:::info


Parameters       | Type  | Description                                                                                                                                                                                                                                                                |



|------------------|:——|:---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| accept           | str | The accept attribute takes as its value a comma-separated list of one or more file types, or unique file type specifiers, [describing which file types to allow. See this guide for more familiarity](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/accept) |
| custom_css_class | str | A custom class to customize input                                                                                                                                                                                                                                          |
| multiple | boolean  | If you want to upload multiple files, set up to True                                                                                                                                                                                                                                         |

::

## How Use ValidatedFilefield?





To use ValidatedFilefield you must act as follows:

1.First, import the ValidatedFilefield to your Django forms as follows:

`python
from django import forms
from file_validator.forms import ValidatedFileField
`
2. In the next step we have to give it to our form as follows:

```python
from django import forms
from file_validator.forms import ValidatedFileField


	class TestForm(forms.Form):
	
	test_file = ValidatedFileField(
	accept=’image/*’, # => accept attribute
custom_css_class=’your-custom-css-class’, # => custom css class
multiple=True # => for upload Multiple Files





)





```
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# File Size Validator

You can use Filesizevalidator for when you just want to validate the file size

## Parameters
:::info


Parameters           | Type                  | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:———————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| max_upload_file_size | int                 | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB)                                                                                                                                                                                                                                                                                                                                                                                                                                          |

::

## Returns





:::info


Returns:                                                                              |



|:--------------------------------------------------------------------------------------|
| If everything is OK, it will return None, otherwise it will return a ValidationError. |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use FileSizeValidator?





To use FileSizeValidator you must act as follows:

1.First, import the FileSizeValidator to your Django model as follows:

`python
from django.db import models
from file_validator.models import FileSizeValidator
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import FileSizeValidator


	class TestFileModel(models.Model):
	
	test_file = models.FileField(
	
	validators=[
	
	FileSizeValidator(
	max_upload_file_size=10485760  # => 10 MB





)





]





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# File Validator

File Validator falls into the Validators category and another feature provided for file validation in Django

## Parameters
:::info


Parameters           | Type                        | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:—————————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| libraries            | list  optional         | The value of libraries should be a list of libraries with which you want to perform the validation operation. <br/> Example :     libraries=[“filetype”,”python_magic”, “filetype”] <br/> defaults If you do not select any library, it will perform the validation operation with django by default, Supported libraries for validation operations: python_magic, pure_magic, filetype, mimetypes, all, default <br/> If you use all, validation operations will be performed with all libraries and if you use default, validation operations will only be done with Django |
| acceptable_mimes     | list                      | The mimes you want the file to be checked based on. <br/> example: acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   |
| max_upload_file_size | int    optional         | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB) <br/> defaults to None                                                                                                                                                                                                                                                                                                                                                                                                                                              |

::

## Returns





:::info


Returns:                                                                                                                                                                  |



|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If the mime list is empty, raised a value error                                                                                                                         |
| If the library you entered is not supported, raised a` value error`, <br/> Supported library: filetype, mimetypes, pure_magic, python_magic, all, default |
| if file not valid raises ValidationError                                                                                                                                |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use FileValidator?





To use FileValidator you must act as follows:

1.First, import the FileValidator to your Django model as follows:

`python
from django.db import models
from file_validator.models import FileValidator
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import FileValidator


	class TestFileModel(models.Model):
	
	test_file = models.FileField(
	
	validators=[
	
	FileValidator(
	libraries=[“all”], # => validation operations will be performed with all libraries
acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], # => The mimes you want the file to be checked based on.
max_upload_file_size=10485760  # => 10 MB





)





]





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# Validated File Field
Using ValidatedFilefield you can perform file validation operations at the model level.

Before we go to the Validatedfilefield tutorial, let’s first get acquainted with ValidatedFilefield parameters

## Parameters
:::info


Parameters           | Type                        | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:—————————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| libraries            | list  optional         | The value of libraries should be a list of libraries with which you want to perform the validation operation. <br/> Example :     libraries=[“filetype”,”python_magic”, “filetype”] <br/> defaults If you do not select any library, it will perform the validation operation with django by default, Supported libraries for validation operations: python_magic, pure_magic, filetype, mimetypes, all, default <br/> If you use all, validation operations will be performed with all libraries and if you use default, validation operations will only be done with Django |
| acceptable_mimes     | list                      | The mimes you want the file to be checked based on. <br/> example: acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   |
| max_upload_file_size | int    optional         | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB) <br/> defaults to None                                                                                                                                                                                                                                                                                                                                                                                                                                              |

::

## Returns





:::info


Returns:                                                                                                                                                                  |



|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If the mime list is empty, raised a value error                                                                                                                         |
| If the library you entered is not supported, raised a` value error`, <br/> Supported library: filetype, mimetypes, pure_magic, python_magic, all, default |
| if file not valid raises ValidationError                                                                                                                                |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use ValidatedFilefield?





To use ValidatedFilefield you must act as follows:

1.First, import the ValidatedFilefield to your Django model as follows:

`python
from django.db import models
from file_validator.models import ValidatedFileField
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import ValidatedFileField


	class TestFileModel(models.Model):
	
	test_file = ValidatedFileField(
	libraries=[“all”], # => validation operations will be performed with all libraries
acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], # => The mimes you want the file to be checked based on.
max_upload_file_size=10485760  # => 10 MB





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# file validator by type


	this file validator for validation of the overall type of files
	such image, audio, video, archive, font





`python
from file_validator.validators import file_validator_by_type
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_type

file_validator_by_type(acceptable_types=[‘image’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters       | Type     | Description                                                             |



|------------------|:———|:------------------------------------------------------------------------|
| file_path        | string | The path to the file you want to validate                               |
| acceptable_types | list   | acceptable types of file, Supported types image, video, audio, archive, font |


Returns:                                                                                                                                         |



|:-------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file type , otherwise it will return a FileValidationException.                 |

::

:::note





To see what types the filetype library supports, you can refer to the [link](https://github.com/h2non/filetype.py#supported-types) below
::
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# FileType

[filetype](https://github.com/h2non/filetype.py) a Python package to infer file type and MIME type checking the magic numbers signature of a file or buffer. we also support the filetype library, and you can import it to your project as follows:

`python
from file_validator.validators import file_validator_by_filetype
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_filetype

file_validator_by_filetype(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: image/png   |


Returns:                                                                                                                                                                       |



|:-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file mime,`file type`, file extensions , otherwise it will return a FileValidationException. |

::

:::note





To see what types the filetype library supports, you can refer to the [link](https://github.com/h2non/filetype.py#supported-types) below
::
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# MimeTypes

The good news is that we also support the native Python library, [mimetypes](https://docs.python.org/3/library/mimetypes.html) MimeTypes, and you can add it to your project as follows:

`python
from file_validator.validators import file_validator_by_mimetypes
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_mimetypes

file_validator_by_mimetypes(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type         | Description     |



|-----------|:————-|:------|
| file_path | `string` | The path to the file you want to validate  |
| acceptable_mimes     | list       | The mime of the files you want to validate based on them, example: image/png   |


Returns:                                                                                                                                                                       |



|:-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name,`file type`, file mime, file extensions , otherwise it will return a FileValidationException. |

::
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# Pure Magic

[puremagic](https://github.com/cdgriffith/puremagic) is a pure python module that will identify a file based off it’s magic numbers.It is designed to be minimalistic and inherently cross platform compatible. It is also designed to be a stand in for python-magic, it incorporates the functions from_file(filename[, mime]) and from_string(string[, mime]) however the magic_file() and magic_string() are more powerful and will also display confidence and duplicate matches.

you can add it to your project as follows:

`python
from file_validator.validators import file_validator_by_pure_magic
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_pure_magic

file_validator_by_pure_magic(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: image/png   |


Returns:                                                                                                                                                                       |



|:-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file mime,`file type`, file extensions , otherwise it will return a FileValidationException. |

::
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# Python Magic

[python-magic](https://github.com/ahupp/python-magic) is a Python interface to the libmagic file type identification library. libmagic identifies file types by checking their headers according to a predefined list of file types. This functionality is exposed to the command line by the Unix command file.

:::caution

Since the [python-magic](https://github.com/ahupp/python-magic)
library may treat audio files like mp3 as programs
or application/octet-stream and it’s a bit
annoying, I suggest when you want to validate
audio files from two libraries (filetype, MimeTypes, pure magic)
or use the safe mode method.
::

If you want to use File Validators made using the [python-magic](https://github.com/ahupp/python-magic)
library, you should add it to your program as follows:

`python
from file_validator.validators import file_validator_by_python_magic
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_python_magic

file_validator_by_python_magic(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: `image/png `  |


Returns:                                                                                                                                                                        |



|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file mime, file type, file extensions , otherwise it will return a FileValidationException. |ntio

::
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# Safe Mode 🔒

By using Safe Mode, you can perform validation operations using all libraries at the same time To use, first import as in the example below:

`python
from file_validator.validators import file_validator
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator

file_validator(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: image/png   |


Returns:|



|:----------|
| If everything is OK it will return information about file such file name, file mime, file extensions , otherwise it will return a FileValidationException. |

::

:::note





To see what types the filetype library supports, you can refer to the [link](https://github.com/h2non/filetype.py#supported-types) below
::
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# Markdown page example

You don’t need React to write simple standalone pages.
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# 💙 Contributing

Contributions are welcome, and they are greatly appreciated! Every little bit helps, and credit will always be given.

You can contribute in many ways:
# Types of Contributions
### Report Bugs

Report bugs at https://github.com/file-validator/file-validator/issues

If you are reporting a bug, please include:


	Your operating system name and version.


	Any details about your local setup that might be helpful in troubleshooting.


	Detailed steps to reproduce the bug.




### Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug” and “help wanted” is open to whoever wants to implement it.

### Implement Features

Look through the GitHub issues for features. Anything tagged with “enhancement” and “help wanted” is open to whoever wants to implement it.

### Write Documentation

File Validator could always use more documentation, whether as part of the official File Validator docs, in docstrings, or even on the web in blog posts, articles, and such.

### Submit Feedback

The best way to send feedback is to file an issue at https://github.com/file-validator/file-validator/issues

If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.


	Remember that this is a volunteer-driven project, and that contributions are welcome :)




### Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.


	If the pull request adds functionality, the docs should be updated. Put your new functionality into a function with a docstring, and add the feature to the list in README.rst.


	The pull request should work for Python 3.8, 3.9 and 3.10, and for PyPy.


	Run the tests before the Pull Request and must be successfully executed and accepted until the Pull Request, and this proves that there is no problem for the codes that are already running.


	Check your code with Pylint to meet the standards, [Pylint](https://pylint.readthedocs.io/en/latest/) analyses your code without actually running it. It checks for errors, enforces a coding standard, looks for code smells, and can make suggestions about how the code could be refactored.


	You can also use [Black](https://github.com/psf/black) to format your code


	also check code with [pre-commit](https://pre-commit.com/) before release
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# 👤 Credits

Reza Shakeri     rzashakeri@outlook.com

## Contributors

None yet. Why not be the first?
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# ⚙️ Config

In Windows, you can set the path of the magic.mgc file by adjusting the environmental variable Path_magic_file

example:
`jsx title=".env"
path_magic_file='path/to/magic.mgc'
`
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# 📄 History

## 0.0.1 (2022-08-04)


	First release on PyPI.




## 0.0.2 (2022-08-06)


	Added django file validator




## 0.0.3 (2022-08-07)


	Added File Validator With File Type Library


	Added File Validator With Python Magic Library




## 0.0.4 (2022-08-07)


	Added File Validator




## 0.0.5 (2022-08-08)


	Added validator for pure python project


	Added get_mime_type_with_python_magic function


	Added get_extension_with_filetype_lib function


	Added get_mime_type_with_filetype_lib function


	Added file_validator_with_filetype_lib function




## 0.0.6 (2022-08-10)


	Refactoring project files




## 0.0.7 (2022-08-10)


	Adding Test To Project (file validator for pure python)


	Deleting get_mime_type_with_python_magic


	Deleting get_extension_with_filetype_lib


	Deleting get_mime_type_with_filetype_lib




## 0.0.8 (2022-08-11)


	Adding error message function for customization error messages


	Adding constants.py




## 0.0.9 (2022-08-11)


	Refactoring error message function




## 0.1.0 (2022-08-12)


	Fixing Minor Bug




## 0.1.1 (2022-08-12)


	Fixing python magic installation problem




## 0.1.2 (2022-08-14)


	Fixing installation problem




## 0.1.3 (2022-08-14)


	Adding installation guide for lib magic




## 0.1.4 (2022-08-15)


	Refactoring imports


	Refactoring error message


	Adding __eq__ to class


	Refactoring docstring


	Error handling when the mime type not found


	Adding the exception module


	Adding constant error message


	Refactor error_message function


	Fix get the extension problem with the mimetypes library




## 0.1.5 (2022-08-18)


	Adding File Size Validation


	Adding File Validation using Pure Magic Library


	Fix Minor Problem




## 0.1.6 (2022-08-23)


	In this version of file validator, instead of considering a separate class for each library that we want to use for file validation, we considered a whole class and left it to the administrator to choose the library that is going to perform the validation operation. From one class, you can perform validation operations by one or more libraries


	Adding Constants


	Fix AttributeError When Mime Not Found


	Fix Value Error When Selected One Mime


	Fix Minor Problem





0.1.7 (2023-02-05)


	add ValidatedFileField (django)


	reach test 100%


	add size validator


	add file validator by django


	refactoring validators


	Improved code and performance


	add new documentation






0.1.8 (2023-02-05)


	improve and refactoring code






0.1.9 (2023-02-07)


	add file size validator (django)


	refactor and improve code






0.2.0 (2023-02-08)


	Fix Bug [error message function](https://github.com/file-validator/file-validator/commit/6a351bef661f3ffeabd1787574e0421f8035cda0)






0.2.1 (2023-02-08)


	Fix Bug [ValidatedFileField](https://github.com/file-validator/file-validator/commit/94b263d03034e8e8053bdac310a371d30be10a1b)






0.2.2 (2023-02-09)


	Error Handling when size is not valid in size_validator in ValidatedFileField ([#reference](https://github.com/file-validator/file-validator/commit/b4f1ce35140f9a91393f37d33588bd0ead32710d))






0.2.3 (2023-02-14)


	add validation in forms level (by Using ValidatedFilefield can you say which type of files are allowed)






0.2.4 (2023-02-15)


	providing custom css class for ValidatedFilefield






0.2.5 (2023-02-16)


	add return statements to file_validator_by_python_magic and providing information about the file






0.2.6 (2023-02-18)


	refactoring validators and now validators return validation data such file_mime, file_extension, file_name etc…






0.2.7 (2023-02-20)


	added file_validator_by_type : file validator for validation of the overall type of files such image, audio, video, archive, font


	added guess_the_type : This function is used to guess the overall type of file such image, audio, video, font and archive






0.2.8 (2023-02-23)


	refactored error message function


	added current file mime and file name to models error message






0.2.9 (2023-02-24)


	when mimes is empty returned MimesEmptyException instead of ValueError [#28](https://github.com/file-validator/file-validator/pull/28)


	added multiple attribute to forms [#33](https://github.com/file-validator/file-validator/pull/33)






0.3.0 (2023-02-25)


	added file type such image, audio and video to result of validation






0.3.1, 0.3.2, 0.3.3 (2023-03-02)


	fixed bug for installation python-magic [#71](https://github.com/file-validator/file-validator/pull/71)






0.3.4 (2023-03-03)


	refactored and improved code [#75](https://github.com/file-validator/file-validator/pull/75)
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# 💡 Installation

## Install Stable release

In this section we start installing File Validator

To install File Validator, run this command in your terminal:

`
pip install file-validator
`

:::caution

After installing file validator, we need to install libmagic, which you need to install using the following command:

for windows:
`
pip install python-magic-bin
`
for Debian/Ubuntu:
`
sudo apt-get install libmagic1
`
for OSX:

When using Homebrew:
`
brew install libmagic
`
When using macports:
`
port install file
`
::

This is the preferred method to install File Validator, as it will always install the most recent stable release

If you don’t have [pip](https://pip.pypa.io/) installed, this [Python installation guide](http://docs.python-guide.org/en/latest/starting/installation/) can guide you through the process.

## From sources

The sources for File Validator can be downloaded from the Github repo.

You can either clone the public repository:
`
git clone git://github.com/file-validator/file-validator
`

Or download the tarball:
`
curl -OJL https://github.com/file-validator/file-validator/tarball/master
`

Once you have a copy of the source, you can install it with:
`
python setup.py install
`
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# ▶️ Introduction

[![pypi](https://img.shields.io/pypi/v/file_validator.svg?color=light)](https://pypi.org/project/file-validator/)
[![made with python](https://img.shields.io/badge/Made%20with-Python-1f425f.svg?color=light)](https://python.org)
[![license](https://img.shields.io/github/license/rzashakeri/file_validator?color=light)](https://github.com/file-validator/file-validator/blob/master/LICENSE)
[![Build status](https://ci.appveyor.com/api/projects/status/dplr2t9bkulmh4v5?svg=true)](https://ci.appveyor.com/project/rzashakeri/file-validator-inxf9)
[![Coverage Status](https://coveralls.io/repos/github/file-validator/file-validator/badge.svg)](https://coveralls.io/github/file-validator/file-validator)
[![python-versions](https://img.shields.io/pypi/pyversions/file-validator?color=light)](https://pypi.org/project/file-validator/)
[![Downloads](https://static.pepy.tech/personalized-badge/file-validator?period=total&units=international_system&left_color=grey&right_color=brightgreen&left_text=Downloads)](https://pepy.tech/project/file-validator)
[![pre-commit.ci status](https://results.pre-commit.ci/badge/github/file-validator/file-validator/master.svg)](https://results.pre-commit.ci/latest/github/file-validator/file-validator/master)
[![DeepSource](https://deepsource.io/gh/file-validator/file-validator.svg/?label=active+issues&show_trend=true&token=0lNzvy0mQJqkT_aLu8BKzEXs)](https://deepsource.io/gh/file-validator/file-validator/?ref=repository-badge)
[![CodeFactor](https://www.codefactor.io/repository/github/file-validator/file-validator/badge)](https://www.codefactor.io/repository/github/file-validator/file-validator)
[![black](https://github.com/file-validator/file-validator/actions/workflows/black.yml/badge.svg?branch=master)](https://github.com/file-validator/file-validator/actions/workflows/black.yml)
[![docs](https://github.com/file-validator/file-validator/actions/workflows/deploy.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/deploy.yml)
[![Pylint](https://github.com/file-validator/file-validator/actions/workflows/pylint.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/pylint.yml)
[![Workflow for Codecov](https://github.com/file-validator/file-validator/actions/workflows/Codecov.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/Codecov.yml)
[![Python package](https://github.com/file-validator/file-validator/actions/workflows/python-package.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/python-package.yml)
[![CodeQL](https://github.com/file-validator/file-validator/actions/workflows/codeql.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/codeql.yml)

## What Is File Validator? ✅

It is a Python library for file validation based on MIME, size, type and magic numbers that supports Django.

## Why should we use this library? 🧐


	File validation based on MIME, type, extension, magic numbers and size


	File validation using the [filetype](https://github.com/h2non/filetype.py) library


	File validation using the [python-magic](https://github.com/ahupp/python-magic) library


	File validation using the [mimetypes](https://docs.python.org/3/library/mimetypes.html) library


	File validation using the [puremagic](https://github.com/cdgriffith/puremagic) library


	File validation simultaneously with all libraries


	File Size validation


	Provide ValidatedFilefield and FileValidator for file validation in [Django](https://www.djangoproject.com/)


	Provided ValidatedFilefield in forms with support  [accept](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/accept), [multiple](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/multiple) and custom css attributes


	Supporting for all mimes




## Where to report if we found a bug? 🪲

Can report the problem through [this link](https://github.com/file-validator/file-validator/issues)

## Where should I ask if I had any questions❓

Can you ask your questions through [this link](https://github.com/orgs/file-validator/discussions)

## Contributors


	<a href=”https://github.com/file-validator/file-validator/graphs/contributors”>
	<img width=’250’ src=”https://contrib.rocks/image?repo=file-validator/file-validator” />





</a>
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# 🏷️ Versions

you can access the version 0.X.X (0.0.1 to 0.3.4) documentation  in the below link:

[0.X.X documentation](https://file-validator.github.io/docs/0.X.X/intro)

you can access the version 1.X.X (1.0.0 to …) documentation  in the below link:

[1.X.X documentation](https://file-validator.github.io/docs/intro)
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# Config

You should add the following FILE_UPLOAD_HANDLERS settings to your django project settings.py:

```jsx title=”settings.py”
FILE_UPLOAD_HANDLERS = [


‘django.core.files.uploadhandler.TemporaryFileUploadHandler’,





]

add the app to INSTALLED_APPS :

```jsx title=”settings.py”
INSTALLED_APPS = [


‘file_validator’,






]
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# Customizing Errors

It is possible that you can customize the error messages, that is, show the format of the files or mimes in the error message, you can do this in the following way:

First, in your Django settings settings.py, you must specify the error message as follows:
`
FILE_VALIDATOR_ERROR_MESSAGE = "{file_name} is not valid"
`
To display the current file name in the error message, you must put the {file} string in your error message for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{file_name} Your custom error message"
`
To display the mimes based on which the file is to be validated, you must include {mimes} string in your error message. for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{mimes} Your custom error message"
`
To display both memes and file name, you can put both in your error message. for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{file_name} and {mimes} Your custom error message"
`

:::info

> In this section we will explain the parameters you can use in your message message


Parameters        | Description                                           |



|-------------------|:——————————————————|
| {file_name}        | return the current file name                          |
| {mimes}         | return the accepted mime                              |
| {max_file_size} | return the Maximum file size that the user can upload |
| {file_size}     | return the current file size                          |
| {current_file_mime}     | return the current file mime                           |

::
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# Validated File Field
Using ValidatedFilefield can you say which type of files are allowed

Before we go to the Validatedfilefield tutorial, let’s first get acquainted with ValidatedFilefield parameters

## Parameters
:::info


Parameters       | Type  | Description                                                                                                                                                                                                                                                                |



|------------------|:——|:---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| accept           | str | The accept attribute takes as its value a comma-separated list of one or more file types, or unique file type specifiers, [describing which file types to allow. See this guide for more familiarity](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/accept) |
| custom_css_class | str | A custom class to customize input                                                                                                                                                                                                                                          |
| multiple | boolean  | If you want to upload multiple files, set up to True                                                                                                                                                                                                                                         |

::

## How Use ValidatedFilefield?





To use ValidatedFilefield you must act as follows:

1.First, import the ValidatedFilefield to your Django forms as follows:

`python
from django import forms
from file_validator.forms import ValidatedFileField
`
2. In the next step we have to give it to our form as follows:

```python
from django import forms
from file_validator.forms import ValidatedFileField


	class TestForm(forms.Form):
	
	test_file = ValidatedFileField(
	accept=’image/*’, # => accept attribute
custom_css_class=’your-custom-css-class’, # => custom css class
multiple=True # => for upload Multiple Files





)





```
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# File Size Validator

You can use Filesizevalidator for when you just want to validate the file size

## Parameters
:::info


Parameters           | Type                  | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:———————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| max_upload_file_size | int                 | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB)                                                                                                                                                                                                                                                                                                                                                                                                                                          |

::

## Returns





:::info


Returns:                                                                              |



|:--------------------------------------------------------------------------------------|
| If everything is OK, it will return None, otherwise it will return a ValidationError. |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use FileSizeValidator?





To use FileSizeValidator you must act as follows:

1.First, import the FileSizeValidator to your Django model as follows:

`python
from django.db import models
from file_validator.models import FileSizeValidator
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import FileSizeValidator


	class TestFileModel(models.Model):
	
	test_file = models.FileField(
	
	validators=[
	
	FileSizeValidator(
	max_upload_file_size=10485760  # => 10 MB





)





]





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# File Validator

File Validator falls into the Validators category and another feature provided for file validation in Django

## Parameters
:::info


Parameters           | Type                        | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:—————————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| libraries            | list  optional         | The value of libraries should be a list of libraries with which you want to perform the validation operation. <br/> Example :     libraries=[“filetype”,”python_magic”, “filetype”] <br/> defaults If you do not select any library, it will perform the validation operation with django by default, Supported libraries for validation operations: python_magic, pure_magic, filetype, mimetypes, all, default <br/> If you use all, validation operations will be performed with all libraries and if you use default, validation operations will only be done with Django |
| acceptable_mimes     | list                      | The mimes you want the file to be checked based on. <br/> example: acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   |
| max_upload_file_size | int    optional         | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB) <br/> defaults to None                                                                                                                                                                                                                                                                                                                                                                                                                                              |

::

## Returns





:::info


Returns:                                                                                                                                                                  |



|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If the mime list is empty, raised a value error                                                                                                                         |
| If the library you entered is not supported, raised a` value error`, <br/> Supported library: filetype, mimetypes, pure_magic, python_magic, all, default |
| if file not valid raises ValidationError                                                                                                                                |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use FileValidator?





To use FileValidator you must act as follows:

1.First, import the FileValidator to your Django model as follows:

`python
from django.db import models
from file_validator.models import FileValidator
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import FileValidator


	class TestFileModel(models.Model):
	
	test_file = models.FileField(
	
	validators=[
	
	FileValidator(
	libraries=[“all”], # => validation operations will be performed with all libraries
acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], # => The mimes you want the file to be checked based on.
max_upload_file_size=10485760  # => 10 MB





)





]





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# Validated File Field
Using ValidatedFilefield you can perform file validation operations at the model level.

Before we go to the Validatedfilefield tutorial, let’s first get acquainted with ValidatedFilefield parameters

## Parameters
:::info


Parameters           | Type                        | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:—————————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| libraries            | list  optional         | The value of libraries should be a list of libraries with which you want to perform the validation operation. <br/> Example :     libraries=[“filetype”,”python_magic”, “filetype”] <br/> defaults If you do not select any library, it will perform the validation operation with django by default, Supported libraries for validation operations: python_magic, pure_magic, filetype, mimetypes, all, default <br/> If you use all, validation operations will be performed with all libraries and if you use default, validation operations will only be done with Django |
| acceptable_mimes     | list                      | The mimes you want the file to be checked based on. <br/> example: acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   |
| max_upload_file_size | int    optional         | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB) <br/> defaults to None                                                                                                                                                                                                                                                                                                                                                                                                                                              |

::

## Returns





:::info


Returns:                                                                                                                                                                  |



|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If the mime list is empty, raised a value error                                                                                                                         |
| If the library you entered is not supported, raised a` value error`, <br/> Supported library: filetype, mimetypes, pure_magic, python_magic, all, default |
| if file not valid raises ValidationError                                                                                                                                |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use ValidatedFilefield?





To use ValidatedFilefield you must act as follows:

1.First, import the ValidatedFilefield to your Django model as follows:

`python
from django.db import models
from file_validator.models import ValidatedFileField
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import ValidatedFileField


	class TestFileModel(models.Model):
	
	test_file = ValidatedFileField(
	libraries=[“all”], # => validation operations will be performed with all libraries
acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], # => The mimes you want the file to be checked based on.
max_upload_file_size=10485760  # => 10 MB





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# file validator by type


	this file validator for validation of the overall type of files
	such image, audio, video, archive, font





`python
from file_validator.validators import file_validator_by_type
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_type

file_validator_by_type(acceptable_types=[‘image’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters       | Type     | Description                                                             |



|------------------|:———|:------------------------------------------------------------------------|
| file_path        | string | The path to the file you want to validate                               |
| acceptable_types | list   | acceptable types of file, Supported types image, video, audio, archive, font |


Returns:                                                                                                                                         |



|:-------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file type , otherwise it will return a FileValidationException.                 |

::

:::note





To see what types the filetype library supports, you can refer to the [link](https://github.com/h2non/filetype.py#supported-types) below
::
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# FileType

[filetype](https://github.com/h2non/filetype.py) a Python package to infer file type and MIME type checking the magic numbers signature of a file or buffer. we also support the filetype library, and you can import it to your project as follows:

`python
from file_validator.validators import file_validator_by_filetype
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_filetype

file_validator_by_filetype(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: image/png   |


Returns:                                                                                                                                                                       |



|:-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file mime,`file type`, file extensions , otherwise it will return a FileValidationException. |

::

:::note





To see what types the filetype library supports, you can refer to the [link](https://github.com/h2non/filetype.py#supported-types) below
::
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# MimeTypes

The good news is that we also support the native Python library, [mimetypes](https://docs.python.org/3/library/mimetypes.html) MimeTypes, and you can add it to your project as follows:

`python
from file_validator.validators import file_validator_by_mimetypes
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_mimetypes

file_validator_by_mimetypes(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type         | Description     |



|-----------|:————-|:------|
| file_path | `string` | The path to the file you want to validate  |
| acceptable_mimes     | list       | The mime of the files you want to validate based on them, example: image/png   |


Returns:                                                                                                                                                                       |



|:-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name,`file type`, file mime, file extensions , otherwise it will return a FileValidationException. |

::
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# Pure Magic

[puremagic](https://github.com/cdgriffith/puremagic) is a pure python module that will identify a file based off it’s magic numbers.It is designed to be minimalistic and inherently cross platform compatible. It is also designed to be a stand in for python-magic, it incorporates the functions from_file(filename[, mime]) and from_string(string[, mime]) however the magic_file() and magic_string() are more powerful and will also display confidence and duplicate matches.

you can add it to your project as follows:

`python
from file_validator.validators import file_validator_by_pure_magic
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_pure_magic

file_validator_by_pure_magic(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: image/png   |


Returns:                                                                                                                                                                       |



|:-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file mime,`file type`, file extensions , otherwise it will return a FileValidationException. |

::
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# Python Magic

[python-magic](https://github.com/ahupp/python-magic) is a Python interface to the libmagic file type identification library. libmagic identifies file types by checking their headers according to a predefined list of file types. This functionality is exposed to the command line by the Unix command file.

:::caution

Since the [python-magic](https://github.com/ahupp/python-magic)
library may treat audio files like mp3 as programs
or application/octet-stream and it’s a bit
annoying, I suggest when you want to validate
audio files from two libraries (filetype, MimeTypes, pure magic)
or use the safe mode method.
::

If you want to use File Validators made using the [python-magic](https://github.com/ahupp/python-magic)
library, you should add it to your program as follows:

`python
from file_validator.validators import file_validator_by_python_magic
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator_by_python_magic

file_validator_by_python_magic(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: `image/png `  |


Returns:                                                                                                                                                                        |



|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If everything is OK it will return information about file such file name, file mime, file type, file extensions , otherwise it will return a FileValidationException. |ntio

::
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# Safe Mode 🔒

By using Safe Mode, you can perform validation operations using all libraries at the same time To use, first import as in the example below:

`python
from file_validator.validators import file_validator
`

Just call this function and give the function path of the file and the mimes
you want the files to be validated based on:

```python
from file_validator.validators import file_validator

file_validator(acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’], file_path=’/path/to/file’)
```

:::info

> Description of the return value and the function parameters:


Parameters | Type           | Description     |



|-----------|:————–|:------|
| file_path | string | The path to the file you want to validate  |
| acceptable_mimes     | list      | The mime of the files you want to validate based on them, example: image/png   |


Returns:|



|:----------|
| If everything is OK it will return information about file such file name, file mime, file extensions , otherwise it will return a FileValidationException. |

::

:::note





To see what types the filetype library supports, you can refer to the [link](https://github.com/h2non/filetype.py#supported-types) below
::



            

          

      

      

    

  

    
      
          
            
  —
sidebar_position: 6
—

# 💙 Contributing

Contributions are welcome, and they are greatly appreciated! Every little bit helps, and credit will always be given.

You can contribute in many ways:
# Types of Contributions
### Report Bugs

Report bugs at https://github.com/file-validator/file-validator/issues

If you are reporting a bug, please include:


	Your operating system name and version.


	Any details about your local setup that might be helpful in troubleshooting.


	Detailed steps to reproduce the bug.




### Fix Bugs

Look through the GitHub issues for bugs. Anything tagged with “bug” and “help wanted” is open to whoever wants to implement it.

### Implement Features

Look through the GitHub issues for features. Anything tagged with “enhancement” and “help wanted” is open to whoever wants to implement it.

### Write Documentation

File Validator could always use more documentation, whether as part of the official File Validator docs, in docstrings, or even on the web in blog posts, articles, and such.

### Submit Feedback

The best way to send feedback is to file an issue at https://github.com/file-validator/file-validator/issues

If you are proposing a feature:


	Explain in detail how it would work.


	Keep the scope as narrow as possible, to make it easier to implement.


	Remember that this is a volunteer-driven project, and that contributions are welcome :)




### Pull Request Guidelines

Before you submit a pull request, check that it meets these guidelines:


	The pull request should include tests.


	If the pull request adds functionality, the docs should be updated. Put your new functionality into a function with a docstring, and add the feature to the list in README.rst.


	The pull request should work for Python 3.8, 3.9 and 3.10, and for PyPy.


	Run the tests before the Pull Request and must be successfully executed and accepted until the Pull Request, and this proves that there is no problem for the codes that are already running.


	Check your code with Pylint to meet the standards, [Pylint](https://pylint.readthedocs.io/en/latest/) analyses your code without actually running it. It checks for errors, enforces a coding standard, looks for code smells, and can make suggestions about how the code could be refactored.


	You can also use [Black](https://github.com/psf/black) to format your code


	also check code with [pre-commit](https://pre-commit.com/) before release
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# 👤 Credits

Reza Shakeri     rzashakeri@outlook.com

## Contributors

None yet. Why not be the first?
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# ⚙️ Config

In Windows, you can set the path of the magic.mgc file by adjusting the environmental variable Path_magic_file

example:
`jsx title=".env"
path_magic_file='path/to/magic.mgc'
`
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# 📄 History

## 0.0.1 (2022-08-04)


	First release on PyPI.




## 0.0.2 (2022-08-06)


	Added django file validator




## 0.0.3 (2022-08-07)


	Added File Validator With File Type Library


	Added File Validator With Python Magic Library




## 0.0.4 (2022-08-07)


	Added File Validator




## 0.0.5 (2022-08-08)


	Added validator for pure python project


	Added get_mime_type_with_python_magic function


	Added get_extension_with_filetype_lib function


	Added get_mime_type_with_filetype_lib function


	Added file_validator_with_filetype_lib function




## 0.0.6 (2022-08-10)


	Refactoring project files




## 0.0.7 (2022-08-10)


	Adding Test To Project (file validator for pure python)


	Deleting get_mime_type_with_python_magic


	Deleting get_extension_with_filetype_lib


	Deleting get_mime_type_with_filetype_lib




## 0.0.8 (2022-08-11)


	Adding error message function for customization error messages


	Adding constants.py




## 0.0.9 (2022-08-11)


	Refactoring error message function




## 0.1.0 (2022-08-12)


	Fixing Minor Bug




## 0.1.1 (2022-08-12)


	Fixing python magic installation problem




## 0.1.2 (2022-08-14)


	Fixing installation problem




## 0.1.3 (2022-08-14)


	Adding installation guide for lib magic




## 0.1.4 (2022-08-15)


	Refactoring imports


	Refactoring error message


	Adding __eq__ to class


	Refactoring docstring


	Error handling when the mime type not found


	Adding the exception module


	Adding constant error message


	Refactor error_message function


	Fix get the extension problem with the mimetypes library




## 0.1.5 (2022-08-18)


	Adding File Size Validation


	Adding File Validation using Pure Magic Library


	Fix Minor Problem




## 0.1.6 (2022-08-23)


	In this version of file validator, instead of considering a separate class for each library that we want to use for file validation, we considered a whole class and left it to the administrator to choose the library that is going to perform the validation operation. From one class, you can perform validation operations by one or more libraries


	Adding Constants


	Fix AttributeError When Mime Not Found


	Fix Value Error When Selected One Mime


	Fix Minor Problem





0.1.7 (2023-02-05)


	add ValidatedFileField (django)


	reach test 100%


	add size validator


	add file validator by django


	refactoring validators


	Improved code and performance


	add new documentation






0.1.8 (2023-02-05)


	improve and refactoring code






0.1.9 (2023-02-07)


	add file size validator (django)


	refactor and improve code






0.2.0 (2023-02-08)


	Fix Bug [error message function](https://github.com/file-validator/file-validator/commit/6a351bef661f3ffeabd1787574e0421f8035cda0)






0.2.1 (2023-02-08)


	Fix Bug [ValidatedFileField](https://github.com/file-validator/file-validator/commit/94b263d03034e8e8053bdac310a371d30be10a1b)






0.2.2 (2023-02-09)


	Error Handling when size is not valid in size_validator in ValidatedFileField ([#reference](https://github.com/file-validator/file-validator/commit/b4f1ce35140f9a91393f37d33588bd0ead32710d))






0.2.3 (2023-02-14)


	add validation in forms level (by Using ValidatedFilefield can you say which type of files are allowed)






0.2.4 (2023-02-15)


	providing custom css class for ValidatedFilefield






0.2.5 (2023-02-16)


	add return statements to file_validator_by_python_magic and providing information about the file






0.2.6 (2023-02-18)


	refactoring validators and now validators return validation data such file_mime, file_extension, file_name etc…






0.2.7 (2023-02-20)


	added file_validator_by_type : file validator for validation of the overall type of files such image, audio, video, archive, font


	added guess_the_type : This function is used to guess the overall type of file such image, audio, video, font and archive






0.2.8 (2023-02-23)


	refactored error message function


	added current file mime and file name to models error message






0.2.9 (2023-02-24)


	when mimes is empty returned MimesEmptyException instead of ValueError [#28](https://github.com/file-validator/file-validator/pull/28)


	added multiple attribute to forms [#33](https://github.com/file-validator/file-validator/pull/33)






0.3.0 (2023-02-25)


	added file type such image, audio and video to result of validation






0.3.1, 0.3.2, 0.3.3 (2023-03-02)


	fixed bug for installation python-magic [#71](https://github.com/file-validator/file-validator/pull/71)






0.3.4 (2023-03-03)


	refactored and improved code [#75](https://github.com/file-validator/file-validator/pull/75)






1.0.0


	In the 0.X.X version, each of the File Validats was a separate function but in this version they are all become a class  In the new version you can validate files based on extension, mime and size separately






1.0.1


	fixing to wrong use acceptable_mimes instead of guessed_mimes in [#166](https://github.com/file-validator/file-validator/pull/166)






1.0.2


	fix and modified error message for validate extension method in [#167](https://github.com/file-validator/file-validator/pull/168)






1.0.3


	fixing error message parameters name in [#169](https://github.com/file-validator/file-validator/pull/169)






1.0.4


	fixing problem for getting file size in drf in [#170](https://github.com/file-validator/file-validator/pull/170)






1.0.5


	fix ‘File’ object has no attribute ‘content_type’ error [#191](https://github.com/file-validator/file-validator/pull/191)






1.0.6


	fix Not apply “null=True” and “blank=True” in ValidatedFileField [#195](https://github.com/file-validator/file-validator/pull/195)






1.0.7, 1.0.8


	added extras_require to setup.py [#201](https://github.com/file-validator/file-validator/pull/201)






1.0.9


	fix module not found error no module named django [#205](https://github.com/file-validator/file-validator/pull/205)
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# 💡 Installation

## Install Stable release

In this section we start installing File Validator

To install File Validator, run this command in your terminal:

`
pip install file-validator
`

:::caution

After installing file validator, we need to install libmagic, which you need to install using the following command:

for windows:
`
pip install python-magic-bin
`
for Debian/Ubuntu:
`
sudo apt-get install libmagic1
`
for OSX:

When using Homebrew:
`
brew install libmagic
`
When using macports:
`
port install file
`
::

This is the preferred method to install File Validator, as it will always install the most recent stable release

If you don’t have [pip](https://pip.pypa.io/) installed, this [Python installation guide](http://docs.python-guide.org/en/latest/starting/installation/) can guide you through the process.

## From sources

The sources for File Validator can be downloaded from the Github repo.

You can either clone the public repository:
`
git clone git://github.com/file-validator/file-validator
`

Or download the tarball:
`
curl -OJL https://github.com/file-validator/file-validator/tarball/master
`

Once you have a copy of the source, you can install it with:
`
python setup.py install
`
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# ▶️ Introduction

[![pypi](https://img.shields.io/pypi/v/file_validator.svg?color=light)](https://pypi.org/project/file-validator/)
[![made with python](https://img.shields.io/badge/Made%20with-Python-1f425f.svg?color=light)](https://python.org)
[![license](https://img.shields.io/github/license/rzashakeri/file_validator?color=light)](https://github.com/file-validator/file-validator/blob/master/LICENSE)
[![Build status](https://ci.appveyor.com/api/projects/status/dplr2t9bkulmh4v5?svg=true)](https://ci.appveyor.com/project/rzashakeri/file-validator-inxf9)
[![Coverage Status](https://coveralls.io/repos/github/file-validator/file-validator/badge.svg)](https://coveralls.io/github/file-validator/file-validator)
[![python-versions](https://img.shields.io/pypi/pyversions/file-validator?color=light)](https://pypi.org/project/file-validator/)
[![Downloads](https://static.pepy.tech/personalized-badge/file-validator?period=total&units=international_system&left_color=grey&right_color=brightgreen&left_text=Downloads)](https://pepy.tech/project/file-validator)
[![djangopackages](https://img.shields.io/badge/djangopackages-pass-brightgreen)](https://djangopackages.org/packages/p/file-validator/)
[![pre-commit.ci status](https://results.pre-commit.ci/badge/github/file-validator/file-validator/master.svg)](https://results.pre-commit.ci/latest/github/file-validator/file-validator/master)
[![DeepSource](https://deepsource.io/gh/file-validator/file-validator.svg/?label=active+issues&show_trend=true&token=0lNzvy0mQJqkT_aLu8BKzEXs)](https://deepsource.io/gh/file-validator/file-validator/?ref=repository-badge)
[![CodeFactor](https://www.codefactor.io/repository/github/file-validator/file-validator/badge)](https://www.codefactor.io/repository/github/file-validator/file-validator)
[![black](https://github.com/file-validator/file-validator/actions/workflows/black.yml/badge.svg?branch=master)](https://github.com/file-validator/file-validator/actions/workflows/black.yml)
[![docs](https://github.com/file-validator/file-validator/actions/workflows/deploy.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/deploy.yml)
[![Pylint](https://github.com/file-validator/file-validator/actions/workflows/pylint.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/pylint.yml)
[![Workflow for Codecov](https://github.com/file-validator/file-validator/actions/workflows/Codecov.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/Codecov.yml)
[![Python package](https://github.com/file-validator/file-validator/actions/workflows/python-package.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/python-package.yml)
[![CodeQL](https://github.com/file-validator/file-validator/actions/workflows/codeql.yml/badge.svg)](https://github.com/file-validator/file-validator/actions/workflows/codeql.yml)

## What Is File Validator? ✅

It is a Python library for file validation based on MIME, size, type and magic numbers that supports Django.

## Why should we use this library? 🧐


	File validation based on MIME, type, extension, magic numbers and size


	File validation using the [filetype](https://github.com/h2non/filetype.py) library


	File validation using the [python-magic](https://github.com/ahupp/python-magic) library


	File validation using the [mimetypes](https://docs.python.org/3/library/mimetypes.html) library


	File validation using the [puremagic](https://github.com/cdgriffith/puremagic) library


	File validation simultaneously with all libraries


	File Size validation


	Provide ValidatedFilefield and FileValidator for file validation in [Django](https://www.djangoproject.com/)


	Provided ValidatedFilefield in forms with support  [accept](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/accept), [multiple](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/multiple) and custom css attributes


	Supporting for all mimes




## Where to report if we found a bug? 🪲

Can report the problem through [this link](https://github.com/file-validator/file-validator/issues)

## Where should I ask if I had any questions❓

Can you ask your questions through [this link](https://github.com/orgs/file-validator/discussions)

## Contributors


	<a href=”https://github.com/file-validator/file-validator/graphs/contributors”>
	<img width=’250’ src=”https://contrib.rocks/image?repo=file-validator/file-validator” />





</a>
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# 🏷️ Versions

you can access the version 0.X.X (0.0.1 to 0.3.4) documentation  in the below link:

[0.X.X documentation](https://file-validator.github.io/docs/0.X.X/intro)

you can access the version 1.X.X (1.0.0 to …) documentation  in the below link:

[1.X.X documentation](https://file-validator.github.io/docs/intro)
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# Config

You should add the following FILE_UPLOAD_HANDLERS settings to your django project settings.py:

```jsx title=”settings.py”
FILE_UPLOAD_HANDLERS = [


‘django.core.files.uploadhandler.TemporaryFileUploadHandler’,





]

add the app to INSTALLED_APPS :

```jsx title=”settings.py”
INSTALLED_APPS = [


‘file_validator’,






]
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# Customizing Errors

It is possible that you can customize the error messages, that is, show the format of the files or mimes in the error message, you can do this in the following way:

First, in your Django settings settings.py, you must specify the error message as follows:
`
FILE_VALIDATOR_ERROR_MESSAGE = "{current_file_name} is not valid"
`
To display the current file name in the error message, you must put the {current_file_name} string in your error message for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{current_file_name} Your custom error message"
`
To display the mimes based on which the file is to be validated, you must include {acceptable_mimes} string in your error message. for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{acceptable_mimes} Your custom error message"
`
To display both mimes and file name, you can put both in your error message. for example : 👇
`
FILE_VALIDATOR_ERROR_MESSAGE = "{current_file_name} and {acceptable_mimes} Your custom error message"
`

:::info

> In this section we will explain the parameters you can use in your message message


Parameters                 | Description                                           |



|----------------------------|:——————————————————|
| {current_file_name}      | return the current file name                          |
| {current_file_size}      | return the current file size                          |
| {current_file_mime}      | return the current file mime                          |
| {current_file_type}      | return the current file type                          |
| {current_file_extension} | return the current file extension                     |
| {acceptable_mimes}       | return the accepted mime                              |
| {acceptable_types}       | return the accepted type                              |
| {acceptable_extensions}  | return the accepted extension                         |
| {max_file_size}          | return the Maximum file size that the user can upload |

::
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# Validated File Field
Using ValidatedFilefield can you say which type of files are allowed

Before we go to the Validatedfilefield tutorial, let’s first get acquainted with ValidatedFilefield parameters

## Parameters
:::info


Parameters       | Type  | Description                                                                                                                                                                                                                                                                |



|------------------|:——|:---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| accept           | str | The accept attribute takes as its value a comma-separated list of one or more file types, or unique file type specifiers, [describing which file types to allow. See this guide for more familiarity](https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/accept) |
| custom_css_class | str | A custom class to customize input                                                                                                                                                                                                                                          |
| multiple | boolean  | If you want to upload multiple files, set up to True                                                                                                                                                                                                                                         |

::

## How Use ValidatedFilefield?





To use ValidatedFilefield you must act as follows:

1.First, import the ValidatedFilefield to your Django forms as follows:

`python
from django import forms
from file_validator.forms import ValidatedFileField
`
2. In the next step we have to give it to our form as follows:

```python
from django import forms
from file_validator.forms import ValidatedFileField


	class TestForm(forms.Form):
	
	test_file = ValidatedFileField(
	accept=’image/*’, # => accept attribute
custom_css_class=’your-custom-css-class’, # => custom css class
multiple=True # => for upload Multiple Files





)





```
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# Django File Validator

Django File Validator falls into the Validators category and another feature provided for file validation in Django

## Parameters
:::info


Parameters           | Type                        | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:—————————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| libraries            | list  optional         | The value of libraries should be a list of libraries with which you want to perform the validation operation. <br/> Example :     libraries=[“filetype”,”python_magic”, “filetype”] <br/> defaults If you do not select any library, it will perform the validation operation with django by default, Supported libraries for validation operations: python_magic, pure_magic, filetype, mimetypes, all, default <br/> If you use all, validation operations will be performed with all libraries and if you use default, validation operations will only be done with Django |
| acceptable_mimes     | list                      | The mimes you want the file to be checked based on. <br/> example: acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   |
| acceptable_types     | list                      | The types you want the file to be checked based on. <br/> example: acceptable_types=[‘audio’, ‘video’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   |
| max_upload_file_size | int    optional         | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB) <br/> defaults to None                                                                                                                                                                                                                                                                                                                                                                                                                                              |

::

## Returns





:::info


Returns:                                                                                                                                                                                                         |



|:-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If the mime list is empty, raised a value error                                                                                                                                                            |
| If the library you entered is not supported, raised a` value error`, <br/> Supported library: filetype, mimetypes, pure_magic, python_magic, all, default                                        |
| if file not valid raises ValidationError                                                                                                                                                                       |
| At least one of the parameters of acceptable_mimes or acceptable_types must be filled else EmptyParametersException error occurs                                                                           |
| If the type you enter in acceptable_types is not supported by the file-validator library, it will cause TypeNotSupportedException error, supported types are audio, video, image, font and archive |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use DjangoFileValidator?





To use FileValidator you must act as follows:

1.First, import the DjangoFileValidator to your Django model as follows:

`python
from django.db import models
from file_validator.models import DjangoFileValidator
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import DjangoFileValidator


	class TestFileModel(models.Model):
	
	test_file = models.FileField(
	
	validators=[
	
	DjangoFileValidator(
	libraries=[“python_magic”, “filetype”], # => validation operations will be performed with python-magic and filetype libraries
acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’, ‘image/png’], # => The mimes you want the file to be checked based on.
acceptable_types=[‘audio’, ‘video’, ‘image’], # => The types you want the file to be checked based on.
max_upload_file_size=10485760  # => 10 MB





)





]





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# File Size Validator

You can use Filesizevalidator for when you just want to validate the file size

## Parameters
:::info


Parameters           | Type                  | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:———————-|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| max_upload_file_size | int                 | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB)                                                                                                                                                                                                                                                                                                                                                                                                                                          |

::

## Returns





:::info


Returns:                                                                              |



|:--------------------------------------------------------------------------------------|
| If everything is OK, it will return None, otherwise it will return a ValidationError. |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use FileSizeValidator?





To use FileSizeValidator you must act as follows:

1.First, import the FileSizeValidator to your Django model as follows:

`python
from django.db import models
from file_validator.models import FileSizeValidator
`
2. In the next step we have to give it to our model as follows:

```python
from django.db import models
from file_validator.models import FileSizeValidator


	class TestFileModel(models.Model):
	
	test_file = models.FileField(
	
	validators=[
	
	FileSizeValidator(
	max_upload_file_size=10485760  # => 10 MB





)





]





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`
`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# Validated File Field

Using ValidatedFilefield you can perform file validation operations at the model level.

Before we go to the Validatedfilefield tutorial, let’s first get acquainted with ValidatedFilefield parameters

## Parameters

:::info


Parameters           | Type                | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             |



|----------------------|:——————–|:--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| libraries            | list  optional  | The value of libraries should be a list of libraries with which you want to perform the validation operation. <br/> Example :     libraries=[“filetype”,”python_magic”, “filetype”] <br/> defaults If you do not select any library, it will perform the validation operation with django by default, Supported libraries for validation operations: python_magic, pure_magic, filetype, mimetypes, all, default <br/> If you use all, validation operations will be performed with all libraries and if you use default, validation operations will only be done with Django |
| acceptable_mimes     | list              | The mimes you want the file to be checked based on. <br/> **  example**: acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                 |
| acceptable_types     | list              | The types you want the file to be checked based on. <br/> **  example**: acceptable_types=[‘audio’, ‘video’]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                          |
| max_upload_file_size | int    optional | If you want the file size to be checked, the file size must be in bytes, <br/> ** example**: max_upload_file_size=1048576  (1MB) <br/> defaults to None                                                                                                                                                                                                                                                                                                                                                                                                                                             |

::

## Returns





:::info


Returns:                                                                                                                                                                                                                                                                                                                                                                                                                       |



|:-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------|
| If the mime list is ** empty**, raised a value error                                                                                                                                                                                                                                                                                                                                                                         |
| If the library you entered is not supported, raised a` value error`, <br/> Supported library: filetype, mimetypes, pure_magic, python_magic, all, default                                                                                                                                                                                                                                                      |
| if file not valid raises ValidationError                                                                                                                                                                                                                                                                                                                                                                                     |
| At least one of the parameters of acceptable_mimes or acceptable_types must be filled else EmptyParametersException error occurs                                                                                                                                                                                                                                                                                         |
| If the type you enter in acceptable_types is not supported by the file-validator library, it will cause TypeNotSupportedException error, supported types are audio, video, image, font and archive                                                                                                                                                                                                               |

::

## Size conversion table





:::note

To choose the size you want the files to be validated based on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::

## How Use ValidatedFilefield?





To use ValidatedFilefield you must act as follows:

1.First, import the ValidatedFilefield to your Django model as follows:

`python
from django.db import models
from file_validator.models import ValidatedFileField
`


	In the next step we have to give it to our model as follows:




```python
from django.db import models
from file_validator.models import ValidatedFileField


	class TestFileModel(models.Model):
	
	test_file = ValidatedFileField(
	libraries=[“all”],  # => validation operations will be performed with all libraries
acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’],  # => The mimes you want the file to be checked based on.
acceptable_types=[‘audio’, ‘video’],  # => The types you want the file to be checked based on.
max_upload_file_size=10485760  # => 10 MB





)





```


	Finally run with the following commands:




`
python manage.py makemigrations
`

`
python manage.py migrate
`

Done ✅

From now on, get the files safely from users.
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# File Validator

In the [0.X.X](https://file-validator.github.io/docs/0.X.X/intro) version, each of the File Validats was a separate function but in this version they are all become a class

In the new version you can validate files based on extension, mime and size separately

## How Used?

### First Imported
You must first import FileValidator to use:
`python
from file_validator.validators import FileValidator
`

### Create Instance
At this point you should make an instance from the FileValidator class:
```python
file_validator = FileValidator(


acceptable_extensions=[“.png”],
max_upload_file_size=1000000,
acceptable_types=[“image”, “audio”],
acceptable_mimes=[“image/png”],
file_path=”path/to/file”,





)

#### Parameters explanation
:::info


Parameters            | Type                | Description                                                                                                                                                |



|-----------------------|:——————–|:-----------------------------------------------------------------------------------------------------------------------------------------------------------|
| max_upload_file_size  | int    optional | If you want the file size to be checked, the file size must be in bytes, <br/> example: max_upload_file_size=1048576  (1MB) <br/> defaults to None |
| acceptable_extensions | list  optional  | The extensions you want the file to be checked based on. <br/> example: acceptable_extensions=[“.png”]                                               |
| acceptable_types      | list              | The types you want the file to be checked based on. <br/> example: acceptable_types=[‘audio’, ‘video’]                                               |
| acceptable_mimes      | list              | The mimes you want the file to be checked based on. <br/> example: acceptable_mimes=[‘audio/mpeg’, ‘video/mp4’]                                      |
| file_path             | string            | The file path that you want to be validated                                                                                                                |

::

### python-magic Library





If you want to perform file validation operations by the python-magic Library, you should use the python_magic() method as follows:

`python
file_validator.python_magic()
`

### pure-magic Library
If you want to perform file validation operations by the pure-magic Library, you should use the pure_magic() method as follows:

`python
file_validator.pure_magic()
`

### mimetypes Library
If you want to perform file validation operations by the mimetypes Library, you should use the mimetypes() method as follows:

`python
file_validator.mimetypes()
`

### filetype Library
If you want to perform file validation operations by the filetype Library, you should use the filetype() method as follows:

`python
file_validator.filetype()
`

### All Library
If you want to perform file validation operations by the All libraries , you should use the validate() method as follows:

`python
file_validator.validate()
`

### File Validation Based On The Extension
If you want to validate the files based on their extension, you should use the validate_extension() method:
`python
file_validator.validate_extension()
`

### File Validation Based On The Mime
If you want to validate the files based on their MIME and their magic numbers, you should use the validate_mime() method:
`python
file_validator.validate_mime()
`

### File Validation Based On The type
If you want to validate the files based on their type such image, audio, video and etc…, you should use the validate_type() method:
`python
file_validator.validate_type()
`

### File Validation Based On The Size
If you want to validate the files based on their size, you should use the validate_size() method:
`python
file_validator.validate_size()
`

### Size conversion table

:::note

To choose the size you want the files to be validated based
on, you can take help from the table below or enter your
desired size in bytes:


Size   |              Bytes              |



|--------|:——————————-:|
|        |                                 |
| 1 MB   | 1048576 B - 1024**2 B - 2**20 B |
| 2.5 MB |            2621440 B            |
| 5 MB   |            5242880 B            |
| 10 MB  |           10485760 B            |
| 20 MB  |           20971520 B            |
| 50 MB  |           52428800 B            |
| 100 MB |           104857600 B           |
| 250 MB |           262144000 B           |
| 500 MB |           524288000 B           |
| 1 GB   |          1073741824 B           |
| 2 GB   |          2147483648 B           |
|        |                                 |

::
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